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1. HTML & CSS

m Anatomy of HTML B Responsive web design

B pboilerplate and HTML doctypes m Ul design

B Unordered and ordered lists B Bootstrap framework

B Anchor tags B Bootstrap grid layout system
B Tables m Containers

B -orms B Buttons

B (CSS selectors and properties B Symbols

¥ Inline, internal, and external CSS B Bootstrap carousels
® (CSS sizing methoads. B Cards

B The anatomy of CSS m Navigation bar

B Style hierarchy

B Class vs. |ds 3. Javascript

B CSS displ
B (SS SEZECay B The Fundamentals of Code

B Variables and Data Types

B | ogical operators

® | oops

B Functions & Invocation patterns
B |S Expressions And Operators
B Statements and Declarations
B Opject-Oriented Programming
B |S Objects and Prototypes

B This, Scope and Closures

B Opjects

B Prototypes Refactoring

B Depugging

B Relative & positioning systems
B Font styling

B Centering elements using CSS
B \Website design fundamentals
% Typography

W CSS float and clear

B Selector priority




5. Basic Node.|

® DOM m MVC framework

B Query m Server-Side JavaScript

B Text and styles m Node on the command line
B Attributes with jQuery m NPM

® Animations m JavaScript Build Processes

B Customizations B tvent Loop & Async JAVASCRIP [
B Events m File System

B Traversing m Native Node drivers

6. Advanced Node |
m APIsS m Basic Windows commands

B Templating with EJS m (it version control

B S templates m Collaboration

B [gyouts/partials with EJS m Git forking, branching & cloning
B Datapbase Schemas m GitHUDb as a remote repository
B Serialization m Checkout and rolling back

m MongoDB m Git and GitHub

m Mongoose B Hosting and deployment

m MongoDB Compass B Static wepsites with GitHUD

m authentication B Deploying server based apps

B Hashing

B Sessions and Cookies
B | ocal authentication

m Environment variables m Arrow Functions
m GET, POST, PUT, PATCH m Import/Export and Modules
m DELETE AP m Object and Array Destructuring

m Spread Operator

m React Components

m Props

m |SX

m React DOM

m State

B HOOKS

m Conditional rendering

B Class & functional components
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Advanced Xss = 0'01 Chrome Developer Tools ®

Sop,Cors,Jsonp m DTN Chrome Developer Tools m

CSP = 0'0] BurpsSuite m

AlIEXpress TIj7 N 7N NN m DTN BurpSuite m
Open Redirect m

SSRE&CSRFm

SnapChat |AwN NI07TNYWN:NN NN .
Storage Browser and Cookies m
Advanced CSS Injection' m
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SmartThinQ m

Oauth’ =

Components Known Vulnerabilities m
Insecure Deserialization m
Facebook Chat:mMpnmMyinm
Security Misconfigurations m
D'0NNO 7V NINT7I9N .
LFI/RFI/Path traversal m
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Broken Access Control m

JWT m

Sensitive Data Exposure =
Broken Authentication m

Session Fixation m

Insufficient Anti Authomation m
Command Injection m

SQL Injection BasiCm

SQL Injection Advanced =
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