OSINT O 4 hours of content | 15 hours of practice | Final project

1. Introduction & Sock Puppets 3.

e OSINT introduction .
e Introduction to Sock Puppets .
e Sock Puppets .
e Creation of a sock puppets .
L]
2. Different OSINT Artifacts

« Different Artifacts OSINT 4.
e Search Engine OSINT .
e Search engines advanced search .
e Image OSINT .
e Reverse Image Searching .
e Viewing EXIF Data .
e Physical Location OSINT .
e |dentifying Geographical Location .
e Email OSINT

e Discovering Email Addresses 5

e Password OSINT

e Hunting Breached Passwords
e Username OSINT

e Hunting Usernames

e Locating social accounts

e People OSINT

e Searching for People

e Hunting Phone Numbers

Social Media OSINT

Twitter (X) Eeeton
Facebook | e
Github . rr'wge echniques

e Visual Clues
Instagram g
LinkedIn o Video Analysis

e Smart Tools |

e Smart Tools Il
Tech OSINT R —

Website OSINT

Exploring domains

Business OSINT

Hunting Business Information
Wireless OSINT

Hunting Wifi

Access points and passwords

. Different OSINT Artifacts

Working with OSINT Tools
Image and Location OSINT
Hunting Emails

Breached Data

Username & Account OSINT
Phone Number OSINT
OSINT Frameworks

Writing an OSINT Report

6. OSINT Level 2 - Location



