PYTHON

FOR RED TEAM OPERATIONS

Offensive Python . 15 hours of content and practice

1.Custom Trojan Horse

e TCP Custom Reverse shell (Client&Server)
e HTTP Custom Reverse shell (Client&Server)
¢ Implementing Persistence

e Python Compilation

¢ Image Backdooring

e Connection Attempts Tuning

e File Transfer Functionality

2.Trojan Horse Functions
e Target Directory Navigation

e Screen Capture Stealer

e Port Scanner

o Internet Explorer Hijack (Shell over)
e DDNS

e Data Enumeration

3.Trojan Horse Encryption
e Obfuscating With XOR
e Encryption With RSA
e Encryption With AES
e Hybrid Encryption (RSA & AES)
e Encryption Key Creation (RSA & AES)

4.Trojan Horse Add Ons

e Clipboard Hijacking
o Keylogger
o WiFi Password Hijacking



